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Y100l MCNONB30BATh BO3MOXHOCTH LLMCI)DOBOFO MUpa, Hy>KHO CO6ﬂPO£laTb [TpaBa Ha MHTECA-
NEKTYanAbHYIIO COOCTBEHHOCTb. TepMMH MHTENAEKTYaNbHas CODCTBEHHOCTh OTHOCUTCS K pas-
SIMYHBIM TBOPEHUAM YeAI0OBEYECKOTO yMa, Ha4MHad C HOBhIX I/I306peTeHI/IM N 3HAKOB, 0bo3Ha-
HatoLLMX COBCTRBEHHOCTb Ha NpOAYKTbl MW YCAYTW, N 3aKaHYMBad KHMIaMK, KMHO(bMJ"IbMaMM

N MY3blKasIbHbIMW NPOU3IBEJEHUAMMN.

ABTODCKM@ [paBa - 3TO MpaBa Ha MHTC/IMICKTYa/IbHY O CoBCTBEHHOCTb - Ha Nnpon3BeeHKs

Hay KW, nnTepaTtypbl M NCKYCCTEA. ABTODCKMG MpaBa BbICTYNAKT KakK rapaHTud BO3MOXHOCTEN
aBTopa 3apa60TaTb Ha pe3y/ibTaTax cBOoero Tpyia, noAy4YnTb M3BECTHOCTE U INPpM3HAHWE. HukTo
bes paspellleHnd aBTopa He MOXKET BOCNPOU3BOANTD ero Nponu3se/jeHne, pacnpoCTpaHdThb,
I'IyGJ'IMLIHO AEMOHCTpWPOBAaTh, NpOAaBaTh WKW pazMelllaTe B MHTEpPHETE,

«MupaTckoe» nporpaMmHoe obecnedeHne HeceT B cebe MHOTMe PUCKIM: OT NOTEPK AaHHbIX
/10 6/10KMPOBKM YCTPOMCTBA, TZle YCTaHOB/IEHa HeslerasibHasi nporpamma. He 3abbiBaite, uto
B CeTn MOXHO HalTW fierasibHble ¥ BecnaaTHblie MPOrpaMMbl CO CXOAHBIM (Y HKLMOHANOM.



NAMSTKA |

Kak 3aluTuTh CBOIO
LU pOBYIO penyTaLuio

LUD®POBASA PENYTALMA - 510 TBOM MMUAX, KOTOPbIN hopMMpyeTcs U3 MHPpopMaLmm

0 Tebe B MHTepHeTe. KomnpomeTupytoLas MHGOpMaL Mg B MHTEPHETE MOXKET CEpbe3HOo 0Tpa-
3WUThCA Ha PeaNbHOM XN3HW. TBOE MeCTO XUTe/bCTBA, yuebhl, TBoe (PMHAHCOBOE NO0XKEHWE,
0COBEHHOCT M XapakTepa W pacckasbl 0 6AM3KUX - BCe 3TO HakananeaeTca B CeTu.

MHorme NoApOCTKM AErKOMBICTIEHHO OTHOCATCH K NYO/IMKALMU IMUHO MHDOPMALLUK B UH-
TepHeTe, He NOHUMast BOSMOXHbIX NoCAeCTBUIA. Thbl Jaxe He 3a/ly MbIBaellibCsl 0 TOM, 4TO
dboTorpadus, pasmellieHHaa NaTb NeT Ha3a/l, MOXET CTaTh NPUUYMHON 0TKa3a NPUHATH Teba Ha
paboTy.

KommeHTapuu, hotorpadnn M TBOU eMCTBUA MOTYT He MCYE3HYTb faxe Nocae TOro, Kak Thi
WX YAa/WLLb. Tbl HE 3HAELLb, KTO COXPaHUA 3Ty MHpOPMaLMIO, MONasa M OHa B MOMCKOBbIE
CHUCTEMDI U COXPaHWAACL KM OHa. HalT K MHpOPMALMIO MHOTO AeT CNYCTS CMOXET N0boH - Kak
13 106pbix NOBYXAEHWRA, TaK M C HAMepPEeHUeM NPUUYUHNTb Bpe.

COBETbI MO 3ALMTE LIUGPOBOW PEMYTALLUM:

He ny6énukyi cpasy. [Mogymai, npexae 4yem 4To-To Ny6aAnKoeaTth y ceba B 610re nau
B COLMAbHOM CETU, NepecblNaTh B IMYHOM COOBLLLEHUM.

9 YcTaHOBM orpaHMuYeHK B HacTpoiKax npodunda. OrpaHMub NpocMoTp Npoduns
nero cogepxnmoro. Caenam ero ToAbKo «ANA gpysen.

e Beperucb NCKoB 3a 0CKOp6AeHNne ANYHOCTU B MHTepHeTe (cT. 282 YK). He pasme-
Wwan nHbopMaLLUnIo, KOTopasg MOXeT KOro-To o6MxKaTb, U He CCblNaicsa Ha Hee.
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Kak 3awuTuTtbCs
OT (PULUUHTA
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@ULLUWHT (o1 aHranickoro cnoga fishing - pbibHas n0BASA) - BUA MHTEPHET-MOLLEHHUYECTBA.
Ero rnasHas Lieab - NoAYUATh KOHpUAEHLMaAbHbIE JaHHbIe NOAb30BaTeNel — NOTUHbI U Naposn.

Cneam 3a ¢cBOMM aKKayHTOM. ECav nogospeBaellb, 4TO akKayHT B3/IOMA/U, HY>KHO
3a0/10KMpPOBaTh €ro M COOBLWNUTL agMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO
cKopee.

Mocewai TonbKo 6e3onacHble BeG-calThl. B X YMCne - calTbl UHTEpPHET-MarasnuHoB
MMOWCKOBbIX CUCTEM.

Mcnonbayi cnoXHbie U pa3Hble naponu. Ecam teba B3nomaloT, To 310YMbILLAEHHMW-
KW Moay4aT AOCTYM TOMbKO K 04HOMY TBoeMy Npoduio B CeTH, a He KO BCEM.

Mpeaynpean Bcex CBOMX 3HAKOMBIX, KOTOpble A06aBNeHbl ¥ Tebd B Apy3ba, ec/1n Tebq
B3soManun. OT TBOEro MMEHU MOTYT PacchlaTh CNam M CCbIAKM Ha GULLIMHIOBBIE CAWTI.

CnpAayb gaHHble. YcTaHOBU HageXxHbln naponb (PIN) Ha MobuAbHbIN TenedoH.

OTKAIOUM coXpaHeHWe Napons B 6paysepe. CoxpaHeHHble Napoav KpaayT Yalle.

He oTkpbiBai ¢ainbl U Apyrue BAGKeHMA B NTUCbMaX. [axke ecam oHW NpuLLAA
OT TBOMX ApYy3eN. YTOUYHWN Y HUX, OTMNPABAAAN A1 OHU Tebe 3Tn dalnbl.
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Kak 6e3onacHo urpartb
online

ONLINE-UI'Pbl obbeanHsaoT Aoaein no Bcemy Mupy. VIrpoku nokynawT Anck, onaadnsatoT abo-
HEMEHT WK JONOAHNTENbHBIE ONLMK, Ha 2TK Cpe/ICTBaA COBEPILIEHCTRY OTCA CUCTEMbI aBTOpU-
3alWK, 3aKpLIBAOTCA YA3BMMOCTH. B urpax cTonT onacatbcs Kpaxu naposs.

Bnokupyh HeagekBaToB. 3aB10KUPYI B CNUCKe UIPOKOB TOro, KTO BeAeT cebs arpec-
CUBHO MO OTHOLLEHUIO K Tebe UM co3gaeT HEMPUATHOCTW.

Moxxanyica agMUHUCTpaTopam Urpbl Ha NOBeAeHWe arpeccMBHOro Urpoka. XKena-
TeNbHO MPUAOXKWUTL A0KA3aTebCTBa B BUAE CKPUHOB.

Byab ocTopoxeH. He ykasbiBain IMYHYI0 MHpopmMaLuio B Npodanne urpbl.

Cnepaw 3a CBOMM NnoBeAeHnemM. YBaxkal 4pyrMx y4acTHUKOB MUrpbl.

YcTraHaBnnBan npoBepeHHble YTUANTDIL. W3berain HeoduuManbHbIX NaTYen U MOAOB.

e Beperuch ot B3noma. cnonbsyin CNoXHbIE U pasHble NapoAn.

o He oTkniouai aHTMBMpYC BO Bpem$ Urpbl. [oka Tbl urpaellb, TBOW KOMMbIOTEP
MOFYT 3apasuTh.
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Kak 3auuTuTbCs
OT KUbepbynauHra
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KHUBEPBYNJIUHT - cutyauua, korga venoseka B CeTu npecneqyoT coobLueHnamm, KoTopble
cofiepat ockopbaeHNs, arpeccuio, 3anyruBaHue; XyJIMraHcTBo; ColnanbHoe H0MKOTUpOBaHME.

He 6pocaiica B 60#. J/Tyyumin cnocob: nocoBeToBaTbCS, Kak cebq BECTU, U eC/IN HET
TOro, K KOMY MOXHO 06paTUTbCS, TO BHaYasne HY>KHO YCMOKOUTbCS. Ecaun Tbl HauHeLLb
oTBeyYaTb ockopbaeHMAaMM Ha ockopb.ieHUs, To TOMbKO eLue Bonblue pasoXXiKeLlb
KOH$pANUKT.

YnpaBnan ceoei Knbeppenyrtayuen. My cnocobbl BbIACHATL, KTO CTOUT 3a aHO-
HUMHBIM aKKayHTOM obuaumka. AHOHUMHOCTb B CeTU MHUMas.

KW3HWU. IHTepHeT dUKcHpyeT BCe AeNCTBUSA M COXpaHAET UX. YaanuTb ux byaer
CNOXHO.

UrHopunpyn eaMHnYHBbIA HeraTue. OgHopa3oBble 0CKOpBUTEIbHblE COOBLLEHMS NYyY-
e nrHopupoBatb. OObIYHO arpeccus NpekpaLLaeTcs Ha HavasibHOW CTaauu.

Bnokupyh arpeccopa. B nporpammax o6MeHa MrHOBEHHbBIMMW COOBLLEHUAMM, B COLLU-
afIbHbIX CETAX MOXKHO 3arpeTUTb KOHKPETHbIM agpecam NpucbifiaTh COODLLEHMS.

Mopaepu xepTBy KUGepbynauHra. Noka>kn npecnefoBaTe o, YTO OLLEHUBAELLb ero
AercTBUS HeraTueHO. CoobLum B3pocC/ibiM 0 ¢akTe arpeccMBHoro noeegeHms B CeTu.

e Beperu BUPTYanbHYI0 YecTb cMmonogy. He Beau xyauraHckuin obpas BUpTyasibHOM
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Kak 6e30onacHoO noJsib30BarTbC
CMapT(POHOM, NJTAHLLETOM
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Byab ocTopoxeH. Korga Tebe npegnaratoT 6ecnaaTHblA KOHTEHT, B HEM MOTYT ObiTb
CKPbITbI MAATHbIE YCYTU.

Aymai, npexge yem ornpaBuTbh CMC, $poTo unm Buageo. Tbl TOYHO 3HaELLb, r4e OHU
OKaXyTCS B KOHEYHOM UTOre?

O6GHOBNAK onepaLMOoHHYIO CUCTeMy cMapTdOoHa. 3TO AONOAHUTEIbHAA 3aLMTa.

Mcnonb3yi aHTUBUPYCHbIE NporpamMmmbl ana cmaptdoHoB. PerynapHo obHoBAAR UX.

He zarpya# npuno)xeHunsi oT HEU3BECTHOro UCTOYHMKA. OHM MOTYT coAepXXaTb
BpeAOHOCHOE NMporpaMmHoe obecneyeHue.

3anaum B HacTpoNKK Bpay3epa n yaanu cookies. Caenat 310 cpasy nocae Toro, Kak
Tbl BbIAELLb CCaNTa, r4e BBOAW ANYHYO MHDOPMaLMIO.

MpoBepai NnAaTHbIE YCAYIA HAa TBOEM HoMepe. Horga MoryT akTUBUPOBaTh HOBbIE,

He Bcem paean Homep TenedoHa. [asai ceol HoMep MobuAbHOro TenedoHa Tob-
KO NOASM, KOTOPbIX Thbl 3HaeLLUb M KOMY AOBEpSieLLb.

Boiknouait Bluetooth, korga He ucnonbayellb ero. MHoraa npoeep4i, He 3abbla Au
BbIK/IIOYMTD.
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Kak 3awuTuTbhCs
OT KOMMbIOTEPHbIX BUPYCOB

KOMMbIOTEPHBINA BUPYC - 570 nporpamMma, KoTopasl MOXeT CO3/aBaTb CBOU KoMK,

Bupychbl NoBpexAaioT MK YHUUTOXAIOT (hai/ibl Ha 3apaKeHHOM KOMIbIOTEPE W BCIO ornepa-

LHMOHHYIO CUCTEMY B LIC/TOM, L4au_|,e BCEro paclripoCTpaHHdOTCH BUPYChbl Hepe3 MHTCPHET,

3arpysv coBpeMeHHYI0 onepauMoHHYI0 cucTtemy. Micnonb3yin coBpemeHHble onepa-
LUOHHbIe CUCTEMbI C BBICOKMM YPOBHEM 3aLUMThbl OT Bpe JOHOCHBIX MPorpamMm.

O6HoBAAK ONepaLNOHHYI0 CUCTeMYy. Bkaoun peskum aBToMaTUdeckoro obHoeneHUS
onepauMoHHOM cucTeMbl. ECn B cucTeMe HeT Takoro pexxmma, peryasipHo ycTaHaB/u-
Bail 0BHOBAEHNSA CAMOCTOATENbHO. 3arpy>kal Mx c odpuLmaibHorocaiTa paspaboTymka.

Mcnonb3yi npaBa nonb3oBartensd. PaboTtal Ha KomMnbloTepe Noj NpaBamMm Nosb-
30BaTeNs], a He aAMUHUCTpaTopa. 3TO He NO3BOUT BOALLUMHCTBY BpefOoHOCHbIX
nporpamMm aBTOMaTMYECKN YCTAHOBMUTbLCS.

He puckyi. Mcnonb3yii aHTUBMPYCHbIE NPOrpaMMHble NpoAyKTbl NPOBEPeHHbIX
npouseoAnTe el C aBTOMaTUYeCKMM obHoBNeHWeM bBas.

OrpaHudb A0CTYN K CBO@MY KOMNbIOTEpY. He paspelual NnocTOpOHHMM NOMNb30BaThb-
CSl CBOMM KOMIMBIOTEPOM.

Bbi6upai TwaTenbHo UCTOUHMKN. Konnpyi u 3arpy>ain ¢ainbl TOALKO ¢ NPOBEpeH-
HbIX CbeMHbIX HOCUTEIer UM MHTepHET-pecypcoB. He oTkpbiBal dainbl, KoTopble
NoAy4YMUA U3 HeHadeXKHbIX MCTOYHUKOB. [Jaxe Te, KoTopble MpUC/Ian TEON 3HAKOMbIN.
YTOYHM y Hero, oTnpaBAsan Av oH Tebe ux.
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Kak 6e3onacHo
nonbn3oBatbca cetbio Wi-Fi
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Wi-Fi - o710 becnpoBogHoi cnocob nepefaun JaHHbIX € TOMOLLIbIO pamocirHanos. B kade,

0TeNAX, a3ponopTax YacTo MOXHO HeCnAaTHO BLINTK B MHTepHeT vepes Wi-Fi. Ho obuieso-
cTynHble ceTn Wi-Fi HebesonacHbl.

He nepegaBait AnuHy HIopmaumio Yepes obuegocTynHble cet Wi-Fi. Xena-
TefIbHO He BBOAWUTb Napo/M AOCTYNa, OFMHBI M HOMepa.

Mcnonb3yi u 06HOBAAW aHTUBMPYCHbBIE NpOorpamMmbl U 6paHagmayap. Tak Tbl
obeszonacuwb cebg oT 3aKauky BUpPYCa Ha YCTPOMCTBO.

OTKnoun pyHKUUIO «OBWMA gocTyn K dannam U NpUHTepamM» NPKU NCNO/b30Ba-
H1UK Wi-Fi. 3Ta ¢yHKUMS 3aKpbITa MO YMOJIYAHUIO, 04HAKO HEKOTOpPbIE MO/b30BaTe NN
aKTUBUPYIOT ee 418 ya00CTBa UCMONb30BaHUSA B paboTe nam yyebe,

He ncnonb3yi ny6anuHbiii Wi-Fi gna nepegaum AndHbIX gaHHbIX. Hanpumep, ang
BblX0Za B COLMAMbHbIE CETU UAU B 3NEKTPOHHYIO MOYTY.

Mcnonbsyi TonbKo sawmieHHoe coeguHeHue yepes HTTPS, a He HTTP. To ecTtb
npwn Habope Beb-agpeca BBoAM UMeHHO «https:/».

Otknoum pyHkumo «MogknioueHne K Wi-Fi aBToMaTHuecKu» B MoBUABHOM Tene-
¢oHe. He aonyckai aBTOMaTHUUYECKOTO NOAKAYEHN] YcTponcTBa K ceTam Wi-Fi bes
TBOEro corsiacus.
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Kak 6e3onacHo nonb3oBarbcs
3/IeKTPOHHOM NMOUTOM

Bbi6epu NnpaBUAbHbIA NOYTOBbIA CEPBMC. B MHTepHeTe MHoro 6ecnaaTtHbix. OgHaKo nouTy
Nyylle 3aBOANTb Ha MOMYASPHOM CepBUCe, KOTOPBIM YXKe NOAb3YIOTCA TBOW 3HAKOMbIe.

He nuwum o cebe B agpece nouthbl. He ykasbiBain B NoYTOBOM agpece ANYHY UHGOop-
mauuro. Hanprumep, Aydlle BbibpaTb «My3biKabHbIM_daHaT@» uan «pok2018@»
BMecTO «aHgpen2005@w».

Ucnonb3yi AByXaTanHylo aBTopusaumio. [na AByxaTanHom agToprusauyMm NoMUMO
napons HY>XHO BBOAUTL Ko, KOoTopbir npucbinatot no CMC.

Bbi6epu cIoXKHBIA Naposb. 19 KaXk40ro NoYTOBOro AL MKa 4oAKeH ObiTb CBOM
CAOXHbIN, YCTOMYMBBINA K B3AOMY Napo/b.

Ucnonb3yi npoBepouHbIi Bonpoc. [puaymain cam CBoM ANMYHBINM BONPOC A9 UAEeH-
TUdMKaLUK, eCNu CepBUC AaeT TaKyto BO3ZMOXHOCTb.

3aBeM HECKO/bKO NOUTOBbLIX ALWMKOB. [epBblin 419 YaCTHOW NepernucKK
C agpecaTtaMu, KOTOPbIM Tbl AOBEPSAELUb. 3TOT 3AEKTPOHHbBIA a4pec He HY>KHO
MCNOAb30BaTh NPU perucTpaumm Ha Gopymax U canTax.

He oTkpbiBai BnoXeHUA nucem. He oTkpbiBal dpainbl U gpyrue BAOXKeHUS B MUCbMaX,
Aaxke eC/IM OHU NPULLAKY OT ApY3el. Y TOYHU Y HUX, OTNPaBASAN K OHU Tebe 3T dalinbl.

BbixoguTe M3 noutbl. He 3abbiBain HaxkumMaTtb « BbIRTKM» nocne okoHYaHWSA paboTbl Ha
MOYTOBOM CepBUCe, Mepe TEM KakK 3aKpbITh BKAAAKY C CAUTOM.



BOTHTEILA
OBPA3OBATENBHOIO

L]

3JNIEKTPOHHBbIE AEHbBIM - 510 y/106HbIR cnocob naaTexein, ofHaKo 38 HUMWU YacTo OXOTHT-
cd MOLLIEHHMKK. B Pocchm 3akoH pazfenseTt 21eKTpOHHbIe eHbI Ha /|Ba BU/a - aHOHUMHbIe

4 I'IepCOHM(bMLI,MpOBaHHbIe. PaaHmua B TOM, UTO aHOHWMHEIC —2TO T, B KOTOPLIX pazpellaeTcH
NpoBOANTL onepat ki bes M,[leHTM(I)MKaLI,MM MNoAb30BaTesId, a B I'IepCOHM(bMLI,MpOBaHHbIX naeH-
TM(bMKaLI,MFI noAb3oBatens obsasaTenbHa.

MpUBAXH K cHeTy MOBUALHBLIA TenedoH. 3To caMblil yaoOHbINM cnocob BoccTaHo-
BUTb K HeMy gocTyn. MpuBasaHHbIi TenedoH NOMOXeT, ecaun 3abyaellb NAaTeXHbIA
naposb UK 3aiAellb Ha CaliT C HE3SHAKOMOro YCTPONCTBA.

Ucnonb3ayit ogHopa3oBble naponu. [ocne nepexosa Ha YCUIEHHYIO aBTOPU3ALMIO
Tebe y>Ke He ByJeT yrpoXKaTb ONAacHOCTb KpaXkyu UK NepexeaTa NaaTexXHoro naposs.

e Mpuaymain cnoXXKHbIA Napoab. [pecTynHUKam BydeT He NPOCTO yragaTh CAOXKHbIN

naponb. CAoXHble Mapoan - 3TO Napo/u, KOTopble coAepXaT He MeHee BOCbMMU 3Ha-
KOB M BKAIOYAIOT B ce65 CTPOYHbIe M MponucHble ByKBbI, e pbl M HECKOABKO CUMBO-
NIOB, TakKMe Kak 3HaK aonnapa, ¢yHTa, BOCKAMLaTeNbHbIA 3HaK. Hanpumep, StROng!;;

o beperu nuuHble AaHHblE. He BBOAM MX Ha canTax, KOTOPbIM He AoBepsSeLllb.



